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Abstract 
 

Digital technologies have become crucial for people, businesses, and public bodies. Their 

importance and impact are unquestionable. Securing data ownership, supply chains for essential 

materials, strong digital infrastructure, and strong cyber security strategies have become a top 

priority globally.  

The EU has a competitive disadvantage compared to its peers. To preserve its liberal 

democratic values, it needs to increase its efforts to guarantee that it is as little dependent as 

possible on third countries which frequently have different or even opposing interests. 

Several legislative initiatives have been put forward and investment packages have been 

approved to improve the EU’s resilience and independence in the digital realm. To achieve its 

strategic digital objectives, the EU must work together with its likeminded partners. The 

cooperation with the United States is essential to achieve EU digital sovereignty and increase 

trade between the US and the EU in the digital realm.  The establishment of the Trade and 

Technology Council (TTC) is therefore of utmost importance to ensure strong and close 

cooperation between the two parties. 

This paper presents an overview of the main fragilities of the EU in the digital field and the 

steps taken to improve the current situation. It then focuses on the importance of the TTC to 

improve the EU’s digital autonomy and sovereignty. 
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1. Introduction1 
 
 

Digital markets and technology are now dominant in every aspect of societies and economies 

around the globe. Due to their prominence, strategic autonomy concerning technological and 

digital assets is at the top of the European geopolitical agenda. 

The discussion around digital sovereignty is a part of a broader effort by the EU to reinforce 

the Union’s general strategic autonomy in areas ranging from energy to health.  

Digital sovereignty is especially relevant in the EU, due to the clear competitive disadvantage 

that the Member States currently have towards the US and China. Because of its competitive 

disadvantage, the EU has become increasingly dependent on foreign suppliers, such as 

technology companies from the US, China, and Taiwan to obtain strategic technology.  

To reduce the competitive gap towards its pears, the EU has launched several investment 

initiatives such as GAIA X (EU sovereign cloud), 5G PPP, and Horizon 2020. Such investments 

intend to ensure that the EU strengthens its capacity for autonomous action in the digital field. 

They also aim at assuring that the Union holds the tools to ensure that EU citizens’ rights and 

freedoms are protected. 

Apart from the economic aspects of the digital realm, there are also substantial differences 

in the way that the EU conceives digital spaces when comparing to the US and China. The EU 

envisages a secure and fair digital environment that may allow citizens to access digital hardware 

and software while ensuring that their rights are duly respected. To implement such a vision, 

the EU has put forward several regulatory initiatives (GDPR, DGA, DSA, DMA, NIS II directive) 

addressing issues that range from consumer protection to cyber security regulations. 

Although, the idea of a digitally autonomous EU may be attractive, to reach the forefront of 

technological development, the EU will need to ensure strong trading partnerships. Despite their 

differences, the EU and the US have the most relevant commercial relationship in the world. In 

2019, the US was the largest supplier of technological products in the EU and the biggest 

importer of those same services from the EU.  

The recently inaugurated Trade and Technology Council (“TTC”) promises greater alignment 

between the EU and the US on topics related to digital strategic autonomy and reopens the 

discussion on sensitive topics such as the regulation of “big tech” companies.  

                                                      
1 1 This policy paper is a revised, updated and enlarged version of the contribution by the Institute of Public Policy (Lisbon) to the 
PromethEUs report (2021) “The Multisided Path to European Digital Sovereignty and the future of EU-US Relations.” We would like 
to thank our colleagues from IOBE, I-Com, and Elcano who participated in this report, as well as support from Google for this IPP 
research. 
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The TTC intends to restore transatlantic dialogue after several setbacks during the Trump 

administration. Its action will focus on finding consensual solutions to address key economic 

challenges in several strategic sectors. The Council is a promising platform to deepen 

transatlantic commercial ties, based on liberal democratic values and respect for human rights. 

Areas of convergence include fostering investment in strategic technological assets, 

strengthening cyber security and cyber defense. 

However, the TTC does not come without challenges. While the EU sees regulation as a 

crucial tool to implement a human-centred digital space, the US views EU regulation on digital 

markets and services as protectionist towards US businesses. Apart from digital platform 

regulations, digital taxation, data protection, transfer, and storage regulations may also raise 

controversy in the context of the TTC’s discussions. 
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2. Digital Sovereignty: Concept and Context  

2.1. Defining Digital Sovereignty 

Digital technology has become an essential part of states, businesses, and people’s daily lives. 

The digitalisation of companies is crucial to ensure their competitiveness. States rely on 

technology for managing most of their activities, as well as vital infrastructures such as dams, 

traffic lights, or railways. With the spread of smartphones, the Internet in general and the social 

media, citizens are also widely reliant on digital technology and platforms for professional and 

personal purposes.  

The relevance of digital technology has brought it to the centre of political and geopolitical 

concerns, as renewed threats arise from the far-reaching pervasiveness of digital products and 

platforms. Although the EU, the US and Japan dominated technology markets in the 1990s, the 

development of new technological powerhouses such as China and India raises renewed 

questions about the importance of controlling strategic digital technologies. 

The emergence of these new technological powers is leading to increased competition 

between those and previously dominant players, such as the US or the EU. The EU has now fallen 

behind some of the new players and become increasingly dependent on third-country 

technology. 

The EU’s technological dependence on both the US and China has raised strong concerns 

among Member State leaders, on the Union’s ability to protect its founding values and its 

citizens' rights from questionable practices such as surveillance and misuse of data by third 

countries. It is against this background that the concept of digital sovereignty (or “technological 

sovereignty”) is now at the centre of discussions in the EU. 

Digital sovereignty is the ability of states to act autonomously in the digital realm. It is a broad 

concept, which includes privacy, competition policy, infrastructure and geopolitical concerns.  It 

especially refers to the ability to regulate digital markets and platforms according to a set of 

fundamental values and the power to enforce this regulation with non-compliant actors. 

Control over digital technologies has become essential to maintain the EU’s credibility, both 

internally and externally. Cyberattacks on governments and companies' intellectual property, 

and concerns about the use of citizens' data for business or political purposes, have become 

more common and may lead citizens to question the credibility of their respective governments 

to protect them from those threats. Hence, the increasing importance of digital sovereignty. 
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2.2. Main Features of Digital Sovereignty 

In broad terms, digital sovereignty may refer to the ability of states to have control or act 

autonomously concerning: (i) crucial digital infrastructure and supply chains; (ii) the digital 

economic landscape; (iii) citizens’ and governmental data; as well as (iv) cybersecurity and 

misinformation. 

In the next sub-sections, we will provide an overview of each of these elements, with the 

objective of providing a deeper understanding of the relevance of digital sovereignty for 

societies’ stability and progress. 

2.2.1. Autonomy in crucial digital infrastructure and supply chains 

One of the most important dimensions of digital sovereignty is a state’s ability to control 

crucial digital infrastructure and supply chains. Without the control of these, economies will be 

dependent on the will of third countries and companies to supply raw materials or crucial 

technology. 

Data storage is essential to making sure that citizens’ sensitive information, such as health 

data, is correctly stored, and that data subjects can know in real time how their data is used. 

States should ensure that cloud service providers store and treat data in line with citizens’ 

privacy rights. Storage facilities, such as data centres, are essential infrastructures to ensure that 

governments have the necessary alternatives in case all available market alternatives fail to 

protect the data stored according to EU rules. Investment in this type of physical infrastructure, 

as well as “sovereign clouds”, may be determinant to ensure protection of data from undue 

access and usage. 

The EU is also dependent on the external supply of raw materials and other components, 

especially semiconductors, which are a key component for most electronic and many other 

devices. The importance of guaranteeing semiconductor supply chain resilience was proven 

during the Covid pandemic, when US and EU car factories had to stop production for lack of 

these microchips. Apart from semiconductors, other raw materials such as lithium or copper are 

also crucial for the production of digital devices. 

Finally, the supply of crucial infrastructure by foreign players may also be risky, especially if 

those players do not share the same values as the EU. A good example of crucial infrastructure 

that is considered to entail risks is the use of 5G equipment by Huawei. Huawei 5G equipment 

was banned by the US on suspicion of connections to and effective control by the Chinese 



8 
Policy Paper 21 

 

government. Although, the EU did not issue a formal ban on Huawei, it has identified the 

interference by third parties as one of the main security risks in implementing 5G in Europe.2 

2.2.2. Regulation of the digital economic landscape and legal autonomy 

The expansion of the digital sector has created new business models and realities. The 

emergence of digital markets has led to the need to adopt competition policy to cope with the 

special features of digital markets and spaces. 

The ability of states to create legal frameworks to ensure fair competition within their 

national and regional markets is an important part of digital sovereignty. Ensuring fair 

competition in digital markets and the absence of abuses of market power are essential to foster 

innovation and reduce the effects of dependency on non-EU players.  

Business models based on data extraction, transformation and selling of insights often lead 

to competition issues, as they tend to reward those companies with the largest market share. 

In addition to dominating data and advertising markets, influential digital players often acquire 

smaller companies when these may become potential competitors3.  

To ensure fairness in digital markets, a robust framework of anti-trust regulation is essential. 

Such a framework must include measures to limit anti-competitive behaviour towards clients 

and competitors in the EU. The proposed Digital Markets Act of 2020 contains such a framework. 

Many different aspects of the EU’s digital economy that are not directly related to the power 

of gatekeepers, but that affect the rights and obligations of businesses and their customers, also 

need to be shaped by new rules, such as those foreseen in the Digital Service Act also proposed 

in 2020. 

Apart from putting into place legal frameworks that favour healthy competition and regulate 

digital activity, states must have adequate mechanisms to ensure that all players, including the 

most dominant, comply with such regulations. 

Member States should also put forward robust legislation to filter misinformation and violent 

content, which threaten the very core of liberal democracies and have proven to boost political 

polarisation. 

The ability to enforce these regulations is perhaps one of the most relevant aspects of digital 

sovereignty, as it translates into the sovereign power of states to decide the limits of private 

                                                      
2 EU countries keep different approaches to Huawei on 5G rollout – EURACTIV.com. 
3 According to a report from the OECD  (oecd.org), Amazon, Apple, Facebook, and Microsoft acquired 400 companies globally in 
the last 10 years (this number has increased to around 600 according to the Washington Post). Amazon, Apple, Facebook, and 
Google became big tech companies by acquiring hundreds of smaller companies - Washington Post. According to the OECD, the 
four companies spent a total of US$31.6 billion on acquiring start-ups.” 

https://www.euractiv.com/section/digital/news/eu-countries-keep-different-approaches-to-huawei-on-5g-rollout/
https://one.oecd.org/document/DAF/COMP(2020)5/en/pdf
https://www.washingtonpost.com/technology/interactive/2021/amazon-apple-facebook-google-acquisitions/
https://www.washingtonpost.com/technology/interactive/2021/amazon-apple-facebook-google-acquisitions/
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entities that provide their services in the EU and profit from the activity of its citizens in the 

digital realm.  

Failing to protect EU citizens and businesses from abuse of market power or interference by 

foreign states puts both the internal and external credibility of Member States at stake. 

Another dimension of digital markets that requires updated regulation is the ability to ensure 

that revenues generated by digital businesses are subject to tax in the EU, making sure that 

digital businesses pay their fair share on the income generated from their activity in any given 

Member State. 

2.2.3. Control over citizen, business, and governmental data 

Data is the fuel of the digital economy. The extraction of data in all fields, from human 

experience to natural events, is essential for business models whose activity is based on the 

provision of insights for targeted advertising. These insights, also known as behavioural futures, 

are valuable assets whose precision is dependent on the amount of data collected. 

Concentration of data in the hands of a limited number of companies may undermine 

competition in data markets, and players that control more data (without sharing with other 

players) have more market power and incentives to abuse it. 

 

Apart from the commercial usage of data, data may also be exploited for political purposes. 

The Cambridge Analytica scandal is the perfect example of how data from social media can be 

used to influence entire populations of voters with a specific political objective (Cambridge 

Analytica was a company specialised in political insights that used data from millions of social 

media users to profile entire populations to predict and influence voters’ choices in the U.S. 

elections and the Brexit vote of 2016.). Misinformation campaigns by foreign actors, especially 

Russia, have been detected in a series of recent European election races. 

Digital surveillance by non-EU states is a threat to EU countries’ digital sovereignty. The US 

and India have banned TikTok under suspicion that its parent company - Byte Dance Ltd. – is 

sharing user data with the Chinese government under its National Security Law.  The ban was 

reversed by the Biden administration, but suspicions remain that Byte Dance and other Chinese 

companies are sharing data with the Chinese central government. 

The same types of concerns were recently raised concerning the 2018 US CLOUD Act. The act 

granted US law enforcement agencies the power to access foreign personal data stored in clouds 

provided by US service providers. 
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Finally, and no less important, is the control of crucial data by EU governments. A good 

example of how data usage by states is restricted by private players is the recent clash between 

the French and British authorities with Apple and Google over Covid-19 tracing apps. Apple and 

Google were accused of limiting EU sovereign power by refuting officials’ requests to surrender 

user location data for Covid-19 tracing purposes, leaving the apps developed in the EU 

inoperable. As an alternative, some health authorities tried to set-up their own apps. However, 

the development of apps outside the Apple/Google ecosystems gave rise to other grave 

functionality issues. 

These and other examples related to the use of data demonstrate that digital sovereignty is 

not reachable without “data sovereignty”: control over how citizens’ and essential 

governmental data is used and who has access to it. However, such control must be performed 

with caution and under a strict regulatory framework. Otherwise, governments may end up with 

excessive powers that may restrict the potential of digital economies and facilitate mass 

surveillance of civilians. 

 

2.2.4. Tackling misinformation and improving cybersecurity 

 
Cybercrime is expected to reach a cost of $10.5 billion worldwide by 2025. Apart from the 

economic impact, societies’ security and stability are also at stake. The widespread digitalisation 

of services ranging from banking to health presents new opportunities for cyberattacks. 

Examples of such attacks are the 2017 attack on the UK’s NHS, which affected hospitals for 

several days, or the Russian hacking group ATP28’s attack on German government networks4. 

Attacks may be performed for all sorts of reasons. Corporate espionage, state espionage and 

cyber war, or simply criminal intent and greed, are among the many motivations for these types 

of attacks to take place. As the digitalisation of more aspects of everyday life takes place with 

the implementation of smart city, home, health or mobility services, cyber security risks will only 

tend to increase.  

Cybersecurity is one of the most relevant aspects of digital sovereignty. Without a robust 

cybersecurity legal framework and cyber defence infrastructure in place, states risk the safety 

of their own citizens, as well as the protection of intellectual property that is imperative for 

economic growth and development. 

                                                      
4 ESAA19001ENN.en (1).pdf p.6. 

file:///C:/Users/territo/Downloads/ESAA19001ENN.en%20(1).pdf
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These measures must include investment screening (to spot those cases where boundaries 

between corporate actors and governments are not clear), as well as control of imports of 

necessary infrastructure that may be used to illegally transfer data to external governments or 

entities. Moreover, Member States must be able to count on skilled workers that are up to date 

on the latest trends of hacking and cyberattacks to ensure full protection against these threats.  

Another dimension of cybersecurity is misinformation. Misinformation has proven to be a 

means for malicious actors to tamper with elections or distort public debate with the objective 

of creating societal instability. Disinformation through the spread of fake news on social media, 

and direct manipulation of targeted voters based on user profiling information extracted from 

platforms such as Facebook (e.g. Cambridge Analytica scandal), are drivers for fragmentation, 

conflict, and even violence against institutions (e.g. the attack on the US Congress in January 

2021, or the attack on the largest Italian trade union confederation in October 2021). 

 

Without control of misinformation, the stability and sovereignty of democracies are at stake 

and subject to constant threats. To protect their digital sovereignty, states should have adequate 

mechanisms and regulation in place to prevent the spread of misinformation. 

 

 

3. Why is digital sovereignty especially 
relevant in Europe? 

 

3.1. Digital Sovereignty within the broader context of reinforcing EU 
strategic autonomy. 

 
Concerns about and actions bolstering digital sovereignty in Europe are a part of a broader 

effort of bolstering EU strategic autonomy in several fields. Comparatively low investment and 

growth levels have reduced the EU’s importance as a top geopolitical power.  

According to Eurostat, more than half of the EU’s energy needs are met by imports. Russia is 

the main exporter to the EU of gas, crude oil and coal, which, in itself, is a geopolitical risk. China 

is also one of the major exporters to the EU of crucial pharmaceuticals and raw materials that 

are essential for the sustainability of the EU economy. 

In the defence field, the EU has no common army and is therefore strongly dependent on the 

US and other non-EU NATO states. Some Member States (France is leading this trend) have 



12 
Policy Paper 21 

 

called for a European Army to defend the EU's interests which, as shown for example. in 

Afghanistan, are not always aligned with those of the US and other allies.   

The digital field is no exception to EU dependence. From being at the forefront of 

technological development in the 1990s, the EU is now behind the US, China, Japan and Korea 

in many aspects of technological development. The importance of digital technologies is 

unquestionable in a world of ubiquitous connectivity that spans almost every aspect of societies 

and economies. Therefore, being at the forefront of technological development is vital not only 

for economic reasons, but also to ensure that EU values and the functioning of its democracies 

are protected in a world of rising geopolitical tensions. 

Ensuring digital strategic autonomy is now as important as guaranteeing autonomy in any 

other field. Refraining from taking adequate measures to reduce dependence, especially on non-

democratic partners, may jeopardise the very continuity of liberal democracies. 

 

3.2. Mapping the EU’s competitive disadvantage in the digital realm 

 
The EU’s economy is largely reliant on both raw materials and components that are extracted 

or produced in non-EU countries. China alone accounts for 62% of all critical raw materials. 

Around 90% of these materials is used in EU electric or electronic equipment, such as optical 

fibre or semiconductors.  

Production of electronic equipment, such as computers or smartphones and 

telecommunications equipment in the EU, has fallen behind the US and China, standing at a 6% 

global market share. Regarding semiconductors, which are a key component of almost all 

electronic devices, the EU accounts for only 9-% of worldwide production, which is now 

concentrated in East Asia.   

The EU also lags behind its competitors in the development and production of information 

technologies such as cloud computing and AI. The EU has no companies in the top 10 by number 

of AI patents, despite being strong on R&D in the field (although China has recently surpassed 

the EU in the number of publications). This is probably due to the low levels of investment in 

new technologies such as blockchain and AI when compared to its competitors. According to a 

study by the European Investment Bank, the EU would need to invest an additional €5-10 billion 

every year to bridge this gap. 

The EU is also strongly dependent on China regarding high technology imports. In 2020, the 

EU had a total high technology trade deficit with China of €84 billion.  This is mostly due to the 
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imports of computers and other office machinery, as well as electronic and telecommunications 

equipment which account for the larger part of the trade deficit (€50 billion).  

Regarding cloud storage, the EU has no major player in the field. The US and China share 

cloud service dominance. Market concentration by the so-called hyperscalers (which currently 

control 75% of the whole cloud market) may lead to higher cybersecurity risks as this 

information may be accessed by intelligence and law enforcement agencies of both China and 

the US, and market concentration makes these companies more prone to cyberattacks. 

To maintain its status as a credible geopolitical power, and to defend itself against digital 

threats, the EU must ensure that it reduces its competitive gap with other players such as the 

US and China. The next section provides an overview of the main initiatives that the EU has put 

forward to bridge this gap. 

3.3. European digital transition: investments and projects to close 
the gap between the EU and its competitors. 

 

Apart from all its competitive disadvantages, it is clear that the EU is proposing initiatives 

that may strengthen its digital sovereignty and help put it back at the forefront of technological 

development.  

Horizon 2020 is an €80 billion fund to invest over a period of seven years in research and 

development projects to secure Europe’s global competitiveness. The European Investment 

Council was established under the Horizon programme and has a €10 billion budget to fund the 

development of new advanced technologies. 

Another important project is the Gaia X project, jointly launched by Germany and France, 

that intends to create a sovereign cloud and digital ecosystem which will allow data to be shared 

in a trustworthy environment. Apart from the Gaia X initiative, the EU has also launched the 

“European Alliance on Industrial Data, Edge and Cloud” which supports industries, experts, 

Member States and other relevant stakeholders in developing cloud and related technology in 

a cooperative setting. 

In the field of semiconductors, the EU has recently launched the “Industrial Alliance for 

Processors and Semiconductor Technologies”, whose purpose is to identify and solve gaps in the 

design and production of microchips. The Alliance will work on the reinforcement of design and 

manufacturing of the most advanced types of semiconductors. 

Where 5G is concerned, the European Commission has launched the 5G PPP initiative. 

Together with the private sector, its objective is to develop solutions in the telecoms field and 
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to ensure that Europe is at the forefront of new markets such as smart cities. The 5G PPP counts 

with €1.4 billion to develop innovative communications infrastructure and 5G standards. 

The EU has also put forward several initiatives for investing in new technologies such as AI 

and blockchain. Horizon 2020 allocated €1.5 billion to AI between 2018 and 2020, and the EU’s 

Multiannual Financial Framework will add €2.5 billion to invest in the use of AI by public 

administrations. 

 

With these initiatives, the EU should build on its competitive advantages, namely the 

demand-side economies of scale potentially provided by one of the largest internal markets on 

the globe. However, more is needed to overcome its fragmentation across national boundaries, 

including cultural and linguistic barriers. 

In the past, the EU supported many “upstream” investment projects, however, radical 

change is required in order for the EU to catch up “downstream”. In order to keep up, it must 

invest in building a strong digital ecosystem, including the demand side. Europe has comparative 

advantages in the field of operational technologies, such as 3D printers or smart robots, as well 

as a strong research community. However, a large share of businesses and citizens still lack the 

knowledge, or even the possibility, to take part. 

Overall, there are positive signs that Europe is becoming a more attractive economy to invest 

in, as investment in EU start-ups is growing -they hit a record $34 billion in venture capital in 

2020. The EU does not need to create its own European Google to become a technological 

superpower, but, instead, should make sure that the competitive conditions are such that one 

could emerge. 

By leveraging its competitive advantages, namely by investing more in its operational 

technologies, where it is more likely to become a world leader (although China is investing 

widely in operational technologies, the US is behind Europe in this field), the EU may actually 

come to dominate an important area of technological development. At the same time, the Union 

has the tools to create a trustworthy digital environment for investors, companies and 

consumers, which will certainly attract more capital and players to its internal market. 

 

3.4.  The EU’s view on a fair and safe digital landscape  

The EU envisages a digital space that is safe for users and respects the EU values of 

democracy and human rights. In order to achieve this, it has to address several challenges and 
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threats that arise from the digital economy - the EU digital markets, the level playing field for 

competition, the protection of EU values and human rights. 

To this end, the Union has taken a regulatory approach to defend security and fundamental 

rights, and to ensure the stability of its democracies and economies.  

In order to achieve the above, the EU has developed a comprehensive framework of 

regulations, which cover challenges raised by the surge of the digital economy and platforms. 

The first landmark regulation to enter into force was “The General Data Protection Regulation” 

or GDPR. The GDPR was launched in 2018, and it became the first comprehensive piece of 

regulation addressing the privacy and security of EU citizens.  

In the same year, the EU adopted the Networks and Information Security Directive or NIS, 

which intends to boost cybersecurity across the EU. A new legislative proposal (NIS II) covering 

cybersecurity and critical infrastructure protection has been presented to replace the NIS 

Directive with an improved and updated framework. In the field of cybersecurity, the EU has 

also put forward, the Cybersecurity Act (adopted 2019) which creates a cybersecurity 

certification framework from products and services circulating in the EU. 

More recently and taking into account the increasing importance of Digital Markets and 

Services in the lives of citizens, companies and states, the EU has launched a comprehensive set 

of initiatives to regulate its digital markets and services. The initiatives are also known as the 

Digital Services Act package and include two directives - the “Digital Services Act” or DSA and 

the “Digital Market Act” or DMA.  

In the context of the European strategy for data, the Commission has introduced the Data 

Governance Act to regulate the share of industrial data within the EU. More recently the 

Commission announced it will be proposing an AI legislation for high-risk applications. 

Apart from the above-mentioned initiatives, the EU has published a toolbox on 5G 

cybersecurity to guarantee that Member States do not opt for hardware provided by entities, 

which may be legally bound to share sensitive data with their governments. Although, not 

directly mentioning China, it seems it is the intention to warn Member States of the dangers in 

opting for providers such as Huawei. 

The EU has also created a framework for filtering foreign investment, namely, if such 

investments are performed by state-owned or state connected entities, when those states are 

not democratic (such as China) or from dominant players for market domination purpose.  
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By approving such a robust regulatory framework, the EU intends to become a safe space for 

both companies and users, which attracts investors from all over the world while ensuring that 

European democratic values are respected. 

 

 

4.  The Trade and Technology Council (TTC) 

4.1  Background and relevance 

During the EU-US summit in June 2021, Presidents Von der Leyen and Joe Biden committed 

to renewing the Transatlantic Trade Partnership, and to set the agenda for future talks for the 

worlds’ biggest trading partners.  

The renewal announcements came after several setbacks that marked the Trump 

administration’s approach on the transatlantic trade relations (e.g., sanctions on imports of steel 

and aluminium), and other long-standing trade discussions such as the Airbus/Boeing dispute. 

 

One of the top priorities identified during the summit was to boost commercial and 

technological cooperation in strategic fields. The digital economy is central for both the US and 

the EU. The EU and the US are the largest trading partners in the world. In 2020 alone, the US 

exported a total amount of $248 billion in ICT and potentially ICT-Enabled Services to Europe, 

while it has imported $142 billion from Europe. 

To formalise the “new era” of EU-US trade cooperation, the parties decided to establish the 

Trade and Technological Council (TTC). The TTC was set up to foster common investment in 

forefront technologies, to reinforce supply chain resilience, and to ensure further cybersecurity 

resilience for both sides.   

Both the EU and the US share common values of freedom and democracy and are like-

minded partners in the protection of human rights in technological development. Based on 

these common values, the TTC intends to become a platform that ensures beneficial trade and 

technology policies for both parties. It is a promising platform to strengthen transatlantic 

commercial ties, based on liberal democratic values and respect for human rights. 

The TTC will be made up of several working groups, each focusing on developing discussions 

around a specific priority.   
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4.2  Structure and priorities 

Ten working groups will be responsible for developing the activity of the TTC. Th working 

groups will focus on digital related topics ranging from cybersecurity to supply chain resilience 

especially regarding the production and supply of semiconductors. 

It is not yet clear who exactly will be involved in the working groups, but it is now clear that 

the working group activity will entail consultation with stakeholders as well as political dialogue 

on each working area. Senior officials from both the US and the EU will lead the working groups. 

While the US has not yet released information on who will be coordinating the working groups 

on the American side, the EU has selected Commission senior officials from several Directorate-

Generals, such as DG GROW, DG COMP, DG CONNECT, as well as from the EU External Action 

Service. 

The TTC’s working groups will promote a strong involvement of stakeholders, and work 

together with those same stakeholders on developing outputs that are beneficial to all parties. 

During the Council’s meeting, the EU and US leaders defined the TTC’s priorities, concrete 

deliverables as well as the tasks of each working group. At the end of the encounter, the parties 

released a joint statement identifying five key areas of cooperation. 

In the area of export controls, the US and the EU have agreed to enhance control over the 

trade on dual-use items (i.e., items that may be used for both civilian and military purposes). 

The action in this field focuses on introducing export controls on sensitive technologies such as 

cyber surveillance and increasing cooperation to ensure best practices on both sides and that 

the partners’ common values are respected.  

Although the joint statement does not refer to China directly, the concern regarding 

cybersecurity technology may be related to China’s potential ability to collect US and EU citizens’ 

data from the database cybersecurity companies, such as Hikvision. The US has recently banned 

American investment in the Chinese company, which supplies cameras to several EU Member 

States, based on the accusation that the company was collaborating with Chinese authorities on 

the mass surveillance of the Uyghur population. 

Foreign direct investment (FDI) screening is another area of great concern for both sides. The 

EU’s FDI screening regime entered into force in October 2020 to facilitate investment screening 

in the EU. The EU intends to ensure that the investments performed in its internal market do 

not jeopardise Europe’s security or public order. On the other hand, the US has recently 

modernised its existing investment screening regulation (FIRRMA), and approved measures that 

apply to certain FDI involving US businesses that produce strategic technologies. Through the 
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TTC, the US and the EU expect to agree on basic principles and best practices for investment 

screening. 

Semiconductors are extremely important for both the US and EU economies. These micro-

chips are a key component for the production of most electronic devices ranging from medical 

and military equipment to mobile phones. The EU is largely dependent on external players to 

obtain semiconductors. From a 44% market share in the 1990s, it has now dropped to below 

10% of worldwide production. Taking into consideration the strategic importance of 

semiconductors, the EU has announced the release of a European Chips Act which is focused on 

increasing its production and reaching 20% of global manufacturing by 2030. The European 

Chips Act intends to increase semiconductor production capabilities, research, and supply chain 

resilience. 

The US used to produce 37% of the total chip production, but now only produces 12%. While 

China is currently responsible for the production of the same percentage, it is investing heavily 

in chip production, and its share could increase to 28% of the global production by 2030.  Similar 

to the EU, the US has also launched its own CHIPS for America Act, which has recently received 

$52 billion in financing. The US CHIPS Act will address the areas of research and supply chain 

resilience. 

Securing semiconductors is fundamental for the US and EU’s strategic autonomy connected 

to the European chip policy. Through the TTC, both parties intend to increase cooperation on 

enhancing design and manufacturing domestic capacity to rebalance global semiconductor 

supply chains. 

Another area where the interests of the US and the EU are aligned is the definition of global 

standards for Artificial Intelligence and other emerging technologies. Both parties agree that AI 

is a powerful technology that can result  in significant improvements in the lives of EU and US 

citizens. Nevertheless, it is also clear that AI may also threaten liberal democratic values and 

human rights. Proof of such a “dark side” was the use of AI systems as a form of influence vote 

on the Brexit referendum and on President Donald Trump’s campaign in 2016, as well as the 

January 6 invasion of the US Congress.  

The EU has recently launched a legal framework on AI that intends to ensure that this 

technology may be used without harming the EU’s values. The framework will use a risk grading 

system to determine the requirements of AI providers before they commercialise their products 

in the EU internal market. The US has also presented initiatives such as the AI Risk Management 

and the US National Initiative on AI, which intend to guarantee that AI technologies are 

trustworthy and follow strict standards of transparency and fairness. 
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On the TTC joint statement, the EU and the US have affirmed their willingness to cooperate 

on critical standards in emerging technology, especially in AI. The cooperation on AI will be based 

on a human-centred approach that enhances shared democratic values and protects citizens’ 

human rights. Among other initiatives, the EU and the US have committed to discussing 

evaluation tools to assess requirements for trustworthy AI, that is, to tackle bias mitigation. 

4.3  Challenges for Europe 

Despite their common objectives, the EU and the US disagree on certain points, such as 

regulation of “big tech” companies or their approach towards China. To reach fruitful outcomes, 

the two must find constructive solutions to address these issues. 

 Where China is concerned, the US generally has more of competitive no dialogue approach. 

Instead, the EU is open to dialogue to ensure that economic relations are maintained while 

political and diplomatic issues are treated in parallel. However, no common approach exists 

between EU Member States.  

The TTC’s joint statement does not directly mention China, however, it is clear from the 

priorities established that there is concern regarding Chinese companies operating in the EU and 

the US due to their close connections with the Chinese government. 

Apart from different approaches to China, other geopolitical episodes may also interfere in 

the TTC’s activity. An example of such a situation was France’s request to postpone the first 

meeting of the TTC due to the agreement between Australia, the US and the UK (the so-called 

AUKUS) which led to the cancellation of a submarine deal between France and Australia. 

However, it is on regulatory matters that the US and the EU most diverge. The EU’s regulatory 

approach to digital markets and platforms is often viewed as protectionist towards American 

businesses. 

The Digital Service Act Package was proposed by the European Commission on December 

2020 and includes two legislative initiatives that aim to create a regulatory framework for digital 

companies acting within the EU. The package includes two initiatives - The Digital Services Act 

(DSA) and the Digital Markets Act (DMA). 

The DMA will regulate digital markets and has the objective of establishing a level playing 

field to foster competitiveness and innovation within the EU internal market. The EU intends to 

build a fair and competitive digital ecosystem, by directly targeting the economic dominance of 

Large Online Platforms (LOP), which according to the European Commission have “emerged as 

gatekeepers in digital markets, with the power to act as private rule makers”. The LOP business 
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model is based on the extraction of user data, which is then used in “behaviour futures”. LOPs 

then sell these insights to other companies, which look for accurate targeted advertising. 

The so-called “data power” creates distortions in competition in favour of LOPs as these 

control most of the existing data flows and, therefore, most of the profits generated with data. 

The EU considers that the fact that only a few LOPs control large parts of the digital economy, 

results in a clear disadvantage for smaller businesses, and less alternatives for consumers. 

The issue here is that most LOPs operating in the EU internal market are US companies. The 

so-called GAFAM (Google, Apple, Facebook, Amazon, Microsoft), dominate most of the digital 

market in the EU and would be most affected by the DMA. Although the regulation of digital 

markets is convenient to both parties, as it spurs competitiveness and innovation, the DMA 

proposal is seen as protectionist towards US big tech companies.  

The same principle applies regarding the DSA. The DSA proposes the creation of a set of rules 

to avoid disinformation and improve transparency on the algorithms used by social media, 

search, and e-commerce. The DSA will replace the E-commerce Directive, which the Commission 

believes is outdated and unable to cope with the new challenge of the digital ecosystems.  

The new directive will establish reporting and transparency requirements for LOPs in order 

to guarantee that respect for fundamental rights and EU values are safeguarded for European 

users. Among the proposals put forward by the directive is the establishment of due diligence 

procedures to tackle illegal content, or the publication of the algorithms used for the content 

moderation upon request from the Commission. 

The DSA creates specific obligations and higher standards for certain “very large online 

platforms” ( with over 45 million users or 10% of the EU’s population). According to the 

Commission, due to their size, these platforms are subject to higher risks of manipulation from 

third parties. Therefore, the DSA creates mechanisms for those platforms to be able to assess 

risk of interference and further requirements for user protection.  

The US does not have any similar proposals on the table and believes that the EU’s regulatory 

approach is a barrier to innovation and to the development of new competitive players in the 

field. The DSA is viewed as creating unnecessary and disproportional burdens on digital 

companies operating in Europe. Moreover, the US views the thresholds for defining very large 

companies as directly targeting US big tech players, putting them at a disadvantage when 

compared to other platforms. 

Finally, there is the issue of data flows between the US and the EU. The EU used to rely on 

two legal frameworks to ensure the respect for EU citizens’ privacy rights. However, both the 

Safe Harbour (2000), and its replacement the Privacy Shield (2016) were invalidated by the 
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European Court of Justice (ECJ), respectively, in the Schrems I (2015) and in the recent Schrems 

II cases (2020). In Schrems II the court considered that the US legal framework does not offer 

EU citizens the same protection that is provided by EU law and more specifically by the GDPR. 

The ECJ based its decision on the US legislation that gave the US authorities access to data 

imported from the EU (Section 702 FISA). According to the court US, legislation did not have the 

adequate controls to protect EU citizens’ data to be targeted for investigation in national 

security related issues.  

Due to the importance of data transfers between the EU and the US, in Schrems II the ECJ 

has allowed transfers to go on under GDPR art. 46 transfer mechanisms, as long as the transferor 

is able to put in place the adequate safeguards to make data transfers impossible. However, this 

is a temporary measure, and it is urgent that the US and the EU agree on a new framework for 

data transfer, otherwise businesses may be affected. 

4.4  Expected developments in the near future 

 

The TTC may indeed be a positive step towards restoring sound commercial relations 

between the EU and the US. The Joint Statement, issued after the first meeting of the TTC, has 

demonstrated that there are several areas in which the partners agree that work needs to be 

done and that common solutions should be found.  

The Joint Statement has revealed the objectives as well as the strategy of the TTC. The 

partners intend to work closely with stakeholders, industry and civil society and reach concrete 

solutions on the five key areas referred to above. The TTC is also focused on finding like-minded 

partners in other jurisdictions that are willing to cooperate in the creation of technological 

standards based on liberal democratic values. 

In order for the TTC to thrive, and for the common objectives to be reached, the US and EU 

should work together in finding common ground on the regulation of data-based businesses and 

digital markets. This should be done in the knowledge that there are different interests and 

different approaches between the EU and US when dealing with digital markets, namely digital 

sovereignty or digital autonomy. These differences should be clearly acknowledged, because 

they were in the past, and may be in the future, the source of tensions. However, there are 

clearly domains in which a compromise between EU and US objectives can be reached.    

The US and the EU have different perspectives on regulation of digital platforms and the 

digital economy in general. While the EU believes that the digital realm raises new challenges 

for competition policy that should be addressed by proper and updated ex-ante regulation, the 
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US often regards the digital sector as just another sector of the economy and that new regulation 

will only create unnecessary burdens and restrain innovation and growth. 

Reaching an agreement on a common regulatory framework for the digital world will 

therefore be hard, as the EU and US approaches seem difficult to align. Even though the TTC has 

a specific group to deal with “Data Governance and Technology Platforms”, the TTC’s Joint 

Statement specifically refers to the parties’ regulatory autonomy in several places. 

The EU could also push for an acknowledgement by the US that its policies are not meant to 

be protectionist and directed only at US businesses. In fact, the overarching aim of the Digital 

Services Act Package is to control the activities of all companies (both EU and US) providing 

digital services to EU citizens and businesses.  

Although a Joint Technology Competition Policy Dialogue was established in parallel with the 

TTC, the parties have already made it clear that it will not lead to common legislation.  

Finally, the issue of a common framework for data governance is also not likely to be solved 

in the context of the TTC. The Joint Statement is vague on this topic - once again, the parties 

disagree on key aspects. In particular, the EU wants legal commitment from the US that EU 

citizens’ data will not be accessed by US agencies. However, legislation that allows for such 

protection is unlikely to pass in the US Congress. This is due to the fact that US officials consider 

strict rules about data governance as potentially undermining the action of intelligence and 

other agencies in ensuring national security, making it harder to reach consensus on this topic. 

For these reasons, it seems likely that the Privacy Shield stalemate will not be addressed in the 

context of the TTC. 

 

1. May 2022 second meeting of the TTC. Press release – The second ministerial meeting 

of the TTC EU-US Trade and Technology Council (europa.eu) 

 

Recent developments 

The second meeting of the TTC, took place in Paris in May 2022. In the meeting the US and the 

EU reaffirmed their commitment to address challenges of global trade and technology in the 

light of their shared values of democracy, freedom, and human rights, especially those arising 

from the Russian aggression against Ukraine. 

 

During the meeting the partners agreed to further expand their cooperation in several areas, as 

well as to put forward concrete and practical actions that contribute to reinforce the digital 

https://ec.europa.eu/commission/presscorner/detail/en/ip_22_3034


23 
Policy Paper 21 

 

sovereignty of both partners.  The following steps are relevant for the partners’ cooperation on 

the digital field: 

• Launching of joint EU-US practice guide for improving cyber security for SMEs. 

• Approval of a joint roadmap on the evaluation and measurement tools for trustworthy 

AI and risk management. 

• Discussion on the implementation of common AI principles. 

• Establishment of a Strategic Standardisation Information (SSI) to promote common 

interests in international standardisation activities in emerging technologies areas such 

as AI or the Internet of things. 

• Development off a common early warning and monitoring mechanism on 

semiconductor value chains disruptions. 

• Enhanced cooperation on export controls on advanced technologies such as aerospace 

and cyber to undermine Russia’s industrial and military capabilities. 

• Implementation of a taskforce on public financing for secure and resilient digital 

infrastructure in third countries to promote join EU’Us public financing of digital projects 

in third countries based on common principles. 

• Enhancing cooperation to ensure information integrity in crisis situations, and 

establishment of a cooperation framework. 

 

The next meeting of the TTC is expected to be held before the end of 2022 in the US. 

More recently, The EU has opened an office in San Francisco. The office will reinforce 

cooperation between the two partners, and improve the EU’s ability to reach out to key public 

and private stakeholders in the digital sector. EUs standards and digital regulations will be 

promoted through the work of the office, which will also have a crucial rule in the work of the 

TTC. The office is under the authority of the EU Delegation in Washington DC, and works in close 

cooperation with the headquarters in Brussels. 

 

 

5. Conclusions 

The EU distances itself from its main competitors in almost every relevant aspect of the 

digital economy. 
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Its dependency on third parties for obtaining strategic digital assets and technology is a 

threat to its ability to act autonomously in the world. Moreover, the excessive dependency on 

third parties is also a threat to the EU’s core values and democracies. 

To cope with the challenges raised by the digital world, the Member States and the 

institutions have put forward several regulatory and investment initiatives, that aim at 

strengthening the EU’s competitiveness in the digital realm and guarantee that digital players 

respect EU values. If the EU reaches its objective of becoming a pioneer on regulated digital 

markets and services, its regulatory frameworks may become an example for other states 

worldwide. 

 

Due to the global nature of the digital challenges, the EU needs to seek cooperation with 

like-minded partners to ensure that digital standard setting is based on the values of liberal 

democracy. The TTC is a first step for the collaboration between the EU and the US in setting the 

rules for digital spaces and markets. However, the two powers have divergent views on digital 

regulation. To ensure that liberal values prevail in the digital realm, the US and the EU must seek 

further alliance and compromise in finding effective formulas to regulate the digital world. The 

recent work of the TTC has demonstrated how both partners are commited on establishing 

secure digital bases based on a shared set of democratic and human rights values. 
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